Kuna School District
Inspiring Lifelong Learning

November 9th, 2026 RECEIVED

Via Email: consumer_protection@ag.idaho.gov
Office of the Idaho Attorney General
Consumer Protection Division

954 W. Jefferson, 2nd Floor

Boisc, ID 83720

BRQTECTION

Re: Notice of Security Breach

On November 8th, 2026, a suspicious email was sent from a student account to multiple other student accounts.
This email was a fake advertisement for a Kuna School District Job with a link to a Google Form posing as the
job application. The form asked for the following: Full Name, Phone Number, Personal Email, Age, Gender, Do
you have a bank account, Bank Name, Credit card name, Home address, Student email, Occupation, and
Student ID Number.

As soon as the IT department was notified on November 9th, the cmail account was suspended, and all
suspicious emails were removed from inboxes. The affected account has been secured with all sessions cleared
and password reset.

Upon further investigation on November 9th, it was found that the student's account had been accessed from an
external actor on October 21st and November 8th. The actor was found to have accessed the student’s email
account, created the email, and sent the email. No access to other student systems was found. No exports were
found from the student account. We have not verified whether any students completed the form, but we are
working through that.

We are continuing to monitor the situation. For further information or to advise, please contact me at
208-472-9700.

Sincerely, ’

Cam Elwood

Director of Technology
relwood@kunaschools.org
Kuna Jt. School District No. 3

711 E PORTER STREET KUNA, IDAHO 83634
PHONE: {208) 922-1000
kunaschools.org



