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September 4, 2026

VIA CERTIFIED MAIL R.R.R. & (consumer_protection@ag.idaho.go)
Attorney General Raul R. Labrador

Office of the Attorney General — Consumer Protection Division

700 W. Jefferson Street

P.O. Box 83720

Boise, 1D 83720-0010

Re: Hartmann Financial Advisors, LLC — Notice of Data Security Incident

Dear Attorney General Raul Labrador:

This firm represents Hartmann Financial Advisors, LLC (hereinafter “Hartmann”) in the
above referenced matter. We are writing to notify you of a data security incident that may involve
the sensitive information of four (4) Idaho residents. By providing this notice, Hartmann does not
waive any rights or defenses regarding the applicability of [daho law, the Idaho database security
breach notification law, or personal jurisdiction.

Hartmann is located at 7200 S Alton Way # A110, Centennial, Colorado 80112. On or
about June 1, 2026, Hartmann became aware of suspicious activity within its network
environment. In response, Hartmann promptly launched an investigation into the matter and
engaged forensic computer specialists to determine the nature and scope of the incident. Based
upon the investigation, it was determined that an unauthorized actor may have accessed
information contained within Hartmann’s environment. Hartmann worked diligently to determine
the identity of all residents whose sensitive or personal information may be at risk. This review
was completed on or about August 13, 2026.

Hartmann’s investigation determined that the unauthorized actor may have accessed the
following sensitive or personal information for Idaho residents, which varies by person: social
security number, date of birth, tax and income information, and financial account number. In
compliance with Section 28-51-105 of the Idaho Code, we are providing this letter to report this
matter and provide notification to the Idaho residents that may be impacted.

As noted above, Hartmann promptly retained a leading forensics firm to investigate,
contain and eradicate the threat and assess the security of its systems, as well as to provide
remediation recommendations. Hartmann promptly took steps to implement technical and
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administrative safeguards to further enhance the security of its systems and environment,
including revoking all active sessions, changing all user passwords and continued use of multi-
factor authentication.

Hartmann is unaware of any misuse or attempted misuse of any sensitive or personal
information. However, out of an abundance of caution, Hartmann sent a notification letter to the
four (4) Idaho residents on September 4, 2026.

In furtherance of the same, Hartmann secured notification services through Epiqg to provide
credit monitoring and other identity theft protection services at no cost to the residents for twelve
(12) months. Epiq and its team have extensive experience helping people who have sustained
unintentional exposure of confidential data. There were no criteria used to determine the residents’
eligibility for such services, nor were the residents asked or required to waive any private right of
action as a condition of accepting the credit monitoring services. A copy of the sample notification
letter, sent via U.S. mail on September 4, 2026, is enclosed for your reference.

Thank you for your attention to this matter.
Very truly yours,
CONNELL FOLEY LLP

/s/ Karen Painter Randall
KAREN PAINTER RANDALL




