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Office of the Attorney General, State of Idaho
Consumer Protection Division

P.O. Box 83720

Boise, 1D 83720-0010
consumer_protection(@ag.idaho.gov

Re: Cybersecurity Incident
Dear Attorney General Labrador:
The Idaho State Insurance Fund is writing to notify your office of a cybersecurity incident.

We have completed an investigation of suspicious activity associated with a single employee’s
email account. Upon learning of the activity, we immediately took steps to secure the account and
began our investigation. The investigation determined that an unauthorized person accessed the
email account between April 20, 2026, and April 23, 2026. We reviewed the emails and
attachments that were accessed and determined that they contained the name, address, and Social
Security numbers of 42 Idaho residents.

By May 21, 2026, we mailed notification letters to the Idaho residents via United States
First-Class mail. We offered the residents one year of complimentary credit monitoring,
fraud consultation and identity theft restoration services through Epiq. We also provided a
telephone number to the Idaho residents that they can call with any questions.

We have multi-factor authentication in place for email, but the employee involved authorized
the second factor. We will continue to provide training to our employees on social engineering
tactics.

If you have any questions, please do not hesitate to contact the undersigned at 208.332.2220
or mark.peterson(@idahosif.org.

Sincerely,

SIF, Idaho Workers' Compensation
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Mark Peterson
Chief Legal Officer
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