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March 26, 2024

Raul R. Labrador
Idaho Attorney General
consumer_protection@ag.idaho.gov

VIA EMAIL

Re: Permian Resources Notice pursuant to Idaho Code § 28-51-105(1)

Dear Attorney General:

We represent Permian Resources Corporation, an oil and natural gas company. Permian Resources is
providing a notice pursuant to Idaho Code § 28-51-105(1) of a cybersecurity incident that may have affected
the personal information of residents of Idaho.

Number of Idaho Residents Affected by the Breach

The cybersecurity incident may have affected the personal information of 2 residents of Idaho. The
personal information affected may include individuals’ names, addresses, Social Security numbers, and tax
identification numbers.

What Happened

On or about December 11, 2023, Permian Resources determined that through a series of phishing emails,
an unknown third-party gained unauthorized access for a limited period of time to two employee email
accounts.

Permian Resources immediately activated its incident response plan and team to secure the affected
accounts and contain the incident. Permian Resources learned that the email accounts had been accessed
without authorization by using credentials stolen through a phishing scheme. The same scheme led to
unauthorized access to a total of two email accounts. Based on forensic analysis, the initial credential theft
occurred on November 21, 2023, and the unauthorized access occurred on December 8, 2023 and
December 11, 2023, and the incident was fully contained by December 11, 2023.

What Permian Resources is Doing

Permian Resources engaged a reputable law firm, who engaged third-party forensic analysis firm and a
document review firm to analyze the contents of the affected email accounts, and conducted interviews
with the victims of the phishing attack. On January 30, 2024, Counsel informed Permian Resources of its
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individual notification obligations. Permian Resources expects to complete the required individual
notifications on March 25, 2024.
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Please do not hesitate to contact me with any questions related to this matter.

Sincerely,

Kenneth K. Suh
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