
Eckert Seamans Cherin & Mellott, LLC 
U.S. Steel Tower 
600 Grant Street, 44th Floor 
Pittsburgh, PA 15219 

TEL: 412 566 6000 
FAX: 412 566 6099 

Matthew H. Meade, Esq. 
(412) 566-6983
mmeade@eckertseamans.com 

April 2, 2024 

Via Email: consumer_protection@ag.idaho.gov 
Office of the Idaho Attorney General 
Consumer Protection Division 
954 W. Jefferson, 2nd Floor 
Boise, ID 83720 

Re: Notice of Data Security Incident 

Dear Attorney General Labrador: 

This notice is provided on behalf of my client, the City of Sun Valley (the “City”). On March 20, 2024, the City 
discovered suspicious activity related to an employee email account. The City immediately began an investigation 
with the assistance of legal counsel and a nationally-recognized cyber security and digital forensics firm. Through 
the investigation, the City found that an employee email account was subject to unauthorized access and that 
unauthorized acquisition of the contents of that mailbox could not be ruled out. Working with its investigators, the 
City reviewed the data contained within the employee email account to determine if it contained any personally 
identifiable information (“PII”). On Monday, April 1, 2024, the City discovered that this incident involved 
unauthorized acquisition of personal information, as defined by Idaho law. The City is continuing to work with 
legal counsel and its digital forensics firm to investigate the scope of the incident and notify impacted individuals. 

The City is also notifying the ITS Chief Information Officer of this incident. The City will continue to investigate 
and will be providing written notice to the identified impacted individuals, together with an offer of complimentary 
credit monitoring as soon as possible. We will keep you informed of any significant developments as the 
investigation continues. 

Please do not hesitate to contact me if you have any questions or concerns. 

Sincerely, 

Matthew H. Meade, Esq. 
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