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November 11, 2022 Rachel Cobble Pitts
> ) 205.709.8991 (direct)

423.653.9044 (mobile)
Rachel.Cobble@wilsonelser.com

Via First Class Mail

Attorney General Lawrence Wasden
Office of the Attorney General

Attn: Security Breach Notification
700 West Jefferson Street, Suite 210
P.O. Box 83720

Boise, Idaho 83720-0010

Re: Our Client : North Idaho College
Matter : Data Security Incident
Wilson Elser File # : 16516.2013

Dear Attorney General Wasden:

We represent North Idaho College (hereinafter “NIC”) located in Coeur d’Alene, Idaho, with
respect to a data security incident described in more detail below. NIC takes the security and
privacy of the information in its control seriously, and has taken steps to prevent a similar incident
from occurring in the future.

This letter will serve to inform you of the nature of the security incident and the steps that the NIC
is taking in response.

1. Nature of Security Incident

On October 28, 2010, NIC detected it was the target of a cybersecurity incident. An unauthorized
third party attempted to infiltrate our network. Upon detecting this incident, NIC moved quickly
to initiate a response, which included engaging a team of external forensic and cybersecurity
experts to analyze the environment and conducting a comprehensive investigation into the
sensitivity of data accessed.

2. Status of Investigation

On November 9, 2022, the forensic team provided NIC with a listing of data that was potentially
accessed by the unauthorized third-party. Notably, to date there is no evidence confirming any
access to or exfiltration of sensitive personal information. However, the investigation is ongoing.
Out of an abundance of caution, we are moving forward with this notice to keep you apprised.
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Again, NIC is not aware of any evidence that information was acquired or misused and has not
received any reports of related identity theft since the date of the incident.

3. Contact Information

NIC remains dedicated to protecting the sensitive information in its control. If you have any
questions or need additional information, please do not hesitate to contact me at
Rachel.Pitts@ WilsonElser.com or 205.709.8991.

Very truly yours,

Wilson Elser Moskowitz Edelman & Dicker LLP

(bl

Rachel Cobble Pitts, Esq.

Copy: Ross Molina, Esq. (Wilson Elser LLP)



